
NSCC Annapolis Valley Campus     Technical Communications 1000

Discovering Quantum
Computing

Report On The Benefits, Challenges And Workings Of Quantum
Computers

2012

By James Hickey
NSCC Information Technology Student



Discovering Quantum Computing

Table of Contents
Abstract......................................................................................................................................................ii
Introduction................................................................................................................................................1
1. The Future Of Moore's Law...................................................................................................................2
2. What Is A Quantum Computer? How Does It Work?............................................................................3

2.1 Explanation Of Quantum Computing..............................................................................................3
2.1.1 What Is Quantum Information?...............................................................................................3
2.1.2 How Is Quantum Information Processed?...............................................................................3
2.2.3 Qubits: The Heart Of Quantum Computers.............................................................................4

3. How Much More Powerful Are They?...................................................................................................5
4. Challenges That Quantum Computers Face...........................................................................................6

4.1 The Problem Of Decoherence.........................................................................................................6
4.2 The Heisenberg Uncertainty Principle............................................................................................6

5. Practical Uses.........................................................................................................................................7
5.1 Quantum Cryptography...................................................................................................................7

5.1.1 Ability To Detect Eavesdropping.............................................................................................7
5.1.2 Teleporting Messages..............................................................................................................7

5.2 Large Scale Simulations..................................................................................................................7
Conclusion.................................................................................................................................................9
Appendix A: The 4 Essential Properties Of Quantum Particles..............................................................10

I. Wave-Particle Duality......................................................................................................................10
II. Superposition..................................................................................................................................10
III. The Heisenberg Uncertainty Principle..........................................................................................10
IV. Entanglement.................................................................................................................................11

References................................................................................................................................................12

Index of Tables
Table 1: Bits Vs. Qubits.............................................................................................................................8
Table 2: Bit And Qubit Power Comparision..............................................................................................9

1 December 7th, 2012 Page i



Discovering Quantum Computing

Abstract

What was science fiction a few years ago is now a reality. The idea of quantum computers has been 
around since the 1980s, but only recently have experts been able to create some sort of functional 
model / prototype. Take, for example, the British Columbia based company D-wave who currently sell 
128-qubit quantum computers for high-performance computing.

This report explores the world of quantum computers by detailing what they are, how they work, why 
they work and why we ought to support their development.

At the heart of quantum computing lies the quantum bit – the qubit. In contrast with their conventional 
counter-part, the bit, qubits can calculate multiple values per operation. By stringing multiple qubits 
together we can increase computing power exponentially. In fact, by adding only more qubit to another 
string of qubits we can effectively double processing power. This means that a quantum computer, 
theoretically, with only a couple hundred qubits could be more powerful than the most powerful 
conventional computers today.

Medical research and applications, cryptography and large-scale simulations will greatly benefit from 
quantum computing. These areas effect everyone daily; thus, quantum computers would be of universal
benefit.

For these reasons, and more, this report concludes that we ought to be aware of and supportive of 
quantum technology.
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Introduction

Computers are essential to the workings of everyday life. Whether it be emailing a friend or relative, 
researching an interesting topic on the internet, playing and storing media files or conducting business 
related tasks, we all recognize the value of improving the efficiency and capacity of our computers. 
However, improvements in terms of processing speed are not desperately important to most users of 
personal computers.

For those in fields like genetic or biomedical research and large data collection and analysis, the need 
for faster and more efficient processing capabilities is a dire need. Consider the following quote:

“In the last few years, several kinds of biomedical and medical data have greatly increased in 
volume and scope. DNA sequencing . . . the challenge of obtaining the . . . structure of proteins 
from their amino-acid sequences . . . There is now an urgent need for access to large-scale, 
parallel computing in order to bring this new information into clinical use. “1

Critical medical research and simulations rely on the prospect of an exponential increase in computing 
power. But where will this come from? Where would this increase of computing power lead us?

This report seeks to answer these questions by providing an overview of quantum computing. What it 
is, how it works, why experts are so enthusiastic about it and what practical use it has will all be 
addressed. Most sources used in this report are published works within 2 years old, thus this report 
represents an up-to-date review of the topic.

1 Parsons, D. F. (2011). Possible Medical and Biomedical Uses of Quantum Computing. Neuroquantology, 9(3), p. 596
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1. The Future Of Moore's Law

Computers that we are familiar with process information by the use of what are called transistors – 
sometimes called gates. These are small electrical devices that can be either in an “on” or “off” state. 
“During computation, the '1' bit is denoted as the presence of voltage through a silicon gate, while the 
'0' bit is marked as the lack of voltage.”2 

In the 1960s, it was predicted that in about every two years the amount of transistors that could fit on a 
computer chip would double. This is know as Moore's law – appropriately named after its author, 
Gordon Moore.3 As we all know, about every two years our computers are about twice as powerful.4 
This is the trend that has been occurring for over 5 decades.

However, many experts expect that Moore's law will only last for another 2 or 3 decades – at the most. 
Why is that? Consider the following:

“Such efforts to miniaturize microchips in electronics . . . will . . . hit a brick wall in 20 to 25 
years. The transistors built into the chip will be of the size of several atoms, and the current 
semi-conductor technology will not permit the size to be reduced further. Microelectronics is 
inevitably moving into nanoelectronics. Therefore, the development of quantum information 
science and quantum computing technology most surely constitutes the future of information 
science and technology.”5

In other words, transistors are getting too small. Objects that are the size of atoms experience new 
behaviors and properties that are, what Albert Einstein called, “spooky” (see Appendix A for more 
details). Thus, conventional methods and knowledge is not enough to use atomic-level transistors.

Computers that possess these quantum properties and use them to their advantage would “provide a 
way out of Moore’s famous law. With quantum computing, increasing the complexity of a computer 
would no longer be dependent on fitting an ever greater number of transistors on the surface of a 
semiconductor . . .”6 

These “quantum properties” provide unique ways by which quantum computers can increase their 
power – which are exponentially more powerful than the conventional method of simply putting more 
transistors on a chip. Thus, aside from the fact that we must understand how quantum mechanics work 
in order to use atomic-level transistors, learning how to use these new properties actually provide new 
ways to enhance processing power.

2 Metodi, T. S., Faruque, A. I., & Chong, F. T. (2011). Quantum Computing for Computer Architects. San Rafael, Calif.: 
Morgan & Claypool Publishers, p.7

3 Joachim, C. C., Plevert, L., & Crisp, J. (2009). Nanosciences : The Invisible Revolution. World Scientific Publishing 
Co., p. 21-22

4 Ibid, p. 22
5 Araki, H., Englert, B., Kwek, L., & Suzuki, J. (2010). Mathematical Horizons for Quantum Physics. World Scientific 

Publishing Co., p. 29
6 Nanosciences, p. 68
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2. What Is A Quantum Computer? How Does It Work?

2.1 Explanation Of Quantum Computing

The idea of the quantum computer is typically assigned to Richard Feynman and David Deutsch, who 
devised the idea in the 1980s.7

Quantum computers – in many ways – are similar to conventional computers. The difference lies in (a) 
what kind of information it can process and (b) how a quantum computer processes that information.

2.1.1 What Is Quantum Information?

“Quantum information is information that is stored and processed by quantum systems, such as 
subatomic particles and atoms. Now [the] research community has a lot of interest in quantum 
information due to ideas of building quantum computers, which theoretically can be not only 
smaller but also more efficient than conventional computers.”8

In conventional computers, information is encoded by bits – the 1's and 0's of binary, which correspond
to the “on” and “off” states of a transistor. In quantum computers, however, information is encoded by 
quantum bits – called “qubits” for short. Qubits correspond to subatomic particles such as electrons, 
protons, photons, etc.

2.1.2 How Is Quantum Information Processed?

Bits are processed in a one-by-one linear fashion. Like the common picture of an assembly line, the 
conventional processor will produce one calculation at a time (albeit very quickly). However, the 
special properties of quantum particles (see the next section and/or Appendix A) make it so that 
quantum information is not processed in the same fashion.

Quantum computers are parallel computing machines. This means that quantum processors can 
perform multiple calculations at a time. Instead of baking one cookie at a time, the quantum computer 
is the equivalent of baking many sheets of cookies – all at once. 

7 Nanosciences, p.67
8 Burgin, M. (2010). Theory of Information : Fundamentality, Diversity and Unification. World Scientific Pub Co Inc., p. 

278
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2.2.3 Qubits: The Heart Of Quantum Computers

The most important facet of quantum computers to understand are quantum bits – qubits. What makes 
qubits especially more useful and powerful than bits is shown by the following table.

Information Bearer Values # Of Calculations Physical Storage

Bit Holds a 1 or 0 Always one calculation at a time Electronic Transistor

Qubit Holds a 1 and 0 Multiple calculations at a time Electron, photo, etc.

Table 1: Bits Vs. Qubits

As can be seen, the primary difference is that qubits can hold multiple values. This means that a qubit 
can perform multiple calculations at any given moment. Put multiple qubits together, and you will 
produce an exponential increase in computational power – not a linear increase as seen with 
conventional bits.

December 7th, 2012 Page 4



Discovering Quantum Computing

3. How Much More Powerful Are They?

“Quantum computers have the potential to execute certain special tasks 'exponentially faster' than 
classical computers.”9 The following table illustrates the amount of potential that quantum computers 
have to offer. The horizontal heading represents the amount of bits or qubits and the value of each cell 
is the amount of calculations given the amount of bits or qubits.

Information Bearer 1 Bit/Qubit 2 Bit/Qubit 3 Bit/Qubit 4 Bit/Qubit

Bit 1 Calculation 1 Calculation 1 Calculation 1 Calculation

Qubit 2 Calculations 4 Calculations 8 Calculations 16 Calculations

Table 2: Bit And Qubit Power Comparison

It is clear to see why experts are enthusiastic about quantum computing. “ . . ..the amount of 
information that can potentially be processed by quantum computers doubles with each additional qubit
in the system.”10 As opposed to bits which require the entire amount of bits to be doubled in order to 
have a two-fold gain.11

While two bits, for example, have four potential values of 00, 01, 10, 11 (of which only one can be 
held), a qubit can actually hold all the values.

But just like conventional computers, the architecture of a computer is essential to how efficient it is. In
quantum computers there are many different prospects – some more practical but less efficient, and 
some less practical but more efficient.12 

Some of the most discussed models are the adiabatic13 and quantum factorization models14. In short, 
adiabatic models are slower to complete but are more practical to build at this time (quantum computer 
manufacturer D-wave15 use the adiabatic model and are currently producing functional quantum 
computers). Quantum factorization models mix classical processing with a quantum algorithm which 
can find the factors of large numbers very quickly. The factorization model is known for its great 
encryption / decryption potential.

9 Mathematical Horizons for Quantum Physics, p. 29 
10 Quantum Computing for Computer Architects, p. 8
11 Nanosciences, p. 22
12 See Metodi, T. S., Faruque, A. I., & Chong, F. T. (2011). Quantum computing for computer architects. San Rafael, 

Calif.: Morgan & Claypool Publishers
13 Andrecut, M. M., & Ali, M. K. (2004). Adiabatic Quantum Gates. International Journal Of Theoretical Physics, 43(4), 

933-938. doi:10.1023/B:IJTP.0000048590.80223.90
14 See Metodi, T. S., Faruque, A. I., & Chong, F. T. (2011). Quantum computing for computer architects. San Rafael, 

Calif.: Morgan & Claypool Publishers, p. 24
15 See http://www.dwavesys.com
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4. Challenges That Quantum Computers Face

There are reasons for why real quantum computers are not yet common or very useful. While basic 
quantum computers have been made, they are still in the early stages of experimentation and testing. 
There are many large hurdles that quantum computers face, two of which are examined here.

4.1 The Problem Of Decoherence

Just as data being transferred through a wireless signal can become corrupted due to external forces 
such as magnetic fields, quantum computers face the same problem. “Real systems suffer from 
unwanted interactions with the outside world. These unwanted interactions show up as noise in 
quantum information processing systems.”16

Decoherence is the term which refers to this “noise”, or interference. In quantum systems, the 
subatomic particles which hold and process information are very delicate. Their temperatures must be 
exact, external electronic interference needs to be hindered and physical movement must be at a stand-
still. Also, any interaction with the outside world at all nullifies the special properties of qubits.17 These
factors alone demonstrate the difficulty of creating a functional quantum computer.

To get an idea of what the environment of an actual quantum computer would be, consider the 
following summary of D-wave's 128-qubit computer:

“. . . our current superconducting 128-qubit processor chip is housed inside a 
cryogenics system within a 10 square meter shielded room.”18 

4.2 The Heisenberg Uncertainty Principle

“Any attempt to determine the position of a photon or electron . . . foil[s] the measurement of the 
[particle].”19 Because of the way quantum particles work (see Appendix A), in order to get qubits to 
hold multiple values you cannot directly measure those particles. This creates a “catch 22.” In order to 
see what value(s) a qubit has one must be able to measure it – somehow. But if we measure a qubit 
directly, it will not return multiple values – rendering the qubit into a mere bit.

There are ways around this (see Appendix A), but this is a challenge for creating quantum computers.

16 Nielsen, M. A., & Chuang, I. L. (2010). Quantum Computation and Quantum Information. Cambridge: Cambridge 
University Press, p. 353

17 Perkowitz, S. (2011). Slow Light: Invisibility, Teleportation and Other Mysteries of Light. London: Imperial College 
Press., p. 78

18 http://www.dwavesys.com/en/products-services.html, accessed on December7th, 2012
19 Ibid, p. 6-7
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5. Practical Uses

5.1 Quantum Cryptography

Cryptography is the science of encryption. Protecting and securing information is an essential part of 
our everyday lives: credit cards, debits cards and email accounts all have some sort of password 
protection system.

Two advantages of quantum cryptography will will be examined.

5.1.1 Ability To Detect Eavesdropping

As mentioned in section 4.1, directly measuring qubits will essentially nullify the information that they 
hold. While this is a challenge for measuring quantum information, it actually presents benefits for 
information security.

Imagine that you send me a message contained in qubits. If an external party intercepts that message 
directly, the qubits would collapse. That is, the message would (a) be erased and (b) you would know 
that it was erased because of the change in the message. These are obviously two beneficial elements to
any system of encryption.

5.1.2 Teleporting Messages

Because of a property that qubits possess called entanglement (see Appendix A), messages contained in
qubits could theoretically be teleported from one location to another. The benefits are obvious – no 
need to worry about anyone eavesdropping on your messages / data.

“[A] qubit . . . can be teleported. This ability to transfer information carried on photons opens up the 
new fields of quantum cryptography, communication, and computing . . .”20

5.2 Large Scale Simulations

As mentioned in the introduction, large scale medical simulations are desperately in need of computers 

20 Ibid, p. 78
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that can manage and process huge amounts of data.

For example, “As of May 2010, the fastest supercomputer, world-wide, is the AMD Opteron-based 
CRAY, XT5 Jaguar. This is a massively-parallel computer cluster at the US Oak Ridge National 
Laboratory . . . such supercomputers have not . . . provid[ed] atomistic models of proteins from the 
amino acid sequence.”21

Such calculations are essential in creating computer simulations by which we could potentially solve 
and cure diseases.

Also, “[t]he medical imaging capabilities [of quantum computers] may include acquisition, registration 
and fusion, visualization and simulation, segmentation and validation, image-guided surgical 
intervention, and the use of physical phantoms.”22 In other words, quantum computing would be a 
major help for medical workers.

21 Possible Medical And Biomedical Uses Of Quantum Computing, p. 597
22 Ibid, p. 599
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Conclusion

Quantum computing is a vibrant and ever-progressing field. The potential benefits that it presents are 
very important:

• Ways to avoid the collapse of Moore's Law
• Exponentially more powerful
• The ability to create securer encryption methods
• The chance to simulate cures and vaccines
• Ability to provide more accurate medical imaging

While these benefits do not apply to the immediate and direct tasks of the common user, they definitely
apply to the overall well-being and productivity of society at large.

There are many obstacles to be overcome, but recent work has demonstrated that there are ways around
these issues. It is just a matter of being able to implement them in the real-world – as D-wave has been 
successful at doing with their quantum computers.

For these reasons, it would be in our best interest to pay attention to quantum computing and, if 
possible, support the progression of research and development. 
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Appendix A: The 4 Essential Properties Of Quantum 
Particles

There are 4 primary properties and behaviors that quantum objects possess. 

I. Wave-Particle Duality

One the of first properties to have been discovered about quantum particles is that they behave like 
waves and particles. Normally, in the non-quantum world, matter can only be one or the other. “[T]he 
wave–particle duality of light is an aspect of quantum weirdness.”23

This means, in short, that photons (light particles) and other quantum particles can exhibit what we 
would consider bizarre properties.

II. Superposition

“In quantum physics, [a qubit] has a probability of being oriented in either direction. It is not 
definitively vertical or horizontal until its direction is actually measured. Before the measurement, the 
photon is said to be in a “superposition” of states, with its field simultaneously vertical and 
horizontal.”24

To use an oversimplified illustration, this would be like having a tennis ball return a “1” if it is spinning
vertically and return a “0” if spinning horizontally. Because we could spin the ball diagonally, it would 
satisfy both conditions – thus returning both values of “1” and “0.” Similarly, the most common way of
measuring a qubit is by its spin.

Thus, the term superposition simply means that a qubit can return and hold more than one value.

III. The Heisenberg Uncertainty Principle

“The Heisenberg Uncertainty Principle is another strange feature . . . Any attempt to determine the 
position of a photon or electron adds energy to the particle, which changes its momentum, thus foiling 
the measurement of the momentum at the same time.”25

Because of the way quantum particles behave, and because of the uncertainty principle, measuring a 
qubit indirectly will cause the particle to return two values. But, measuring it directly will add energy to

23 Slow Light, p. 6
24 Ibid, p. 7
25 Ibid, p. 6-7 
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the particle and cause it to return one value alone. 

Clearly, we want to measure a qubit indirectly and be able to return two correct values. But how can 
we?

IV. Entanglement

Entanglement is the strangest quantum property we will discuss. Two (or more) particles that were once
in close proximity can develop a connection such that changing one qubit will change the other. The 
strange part is that these particles do not have to be in close proximity. Consider the following 
illustrations:

“Consider two photons that were once closely associated, but have since been physically
separated by being sent down two different paths. Select one of the two and measure its 
properties. Apparently instantaneously, the other changes in response even if it is many 
kilometers away, as if knowledge of their physical states passes from one to the other by 
an unknown process.”26

“Alice could . . . measure . . . her particle. When she measures [it] and finds a definite 
value of [her particle], Alice then knows the value of [Bob's particle]. Again, this is true 
even though Alice has not disturbed, looked at, or measured Bob’s particle in any 
way. In principle, this is true even if Bob is on the other side of the galaxy.”27

Another example would be like some dominoes set-up in a certain arrangement. If you touch any one 
of the dominoes it will fall. But if you align them all up one after the other, then all you have to do is 
touch the first one and they will all fall down.

Similarly, we can “line up” qubits so that by measuring the first one we can know the values of the 
second one, the third one, etc. By having qubits entangled, it means that we can measure the first one 
directly – which will return one value for that qubit – but this will give us the values for the second, 
third, fourth, etc. In other words, by measuring the first qubit directly we can measure the rest 
indirectly.

Experts are constantly looking for new ways to measure qubits. A recent method is described in a 
Princeton University article published on November 27th, 2012:

"We create a cavity with mirrors on both ends — but they don't reflect visible light, they 
reflect microwave radiation," Petta said. "Then we send microwaves in one end, and we 
look at the microwaves as they come out the other end. The microwaves are affected by 
the spin states of the electrons in the cavity, and we can read that change."28

26 Ibid, p. 7
27 Quantum Computing Explained, p. 149
28 http://www.princeton.edu/main/news/archive/S35/39/69G74/index.xml, accessed on December 7th, 2012
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